
Slide 1: Title Slide
● Title: AutoPwn: Automatic Code-Reuse Exploit Generation Framework with 
Agentic AI
● Authors/Affiliations: Kaleb Bacztub (Purdue), Dylan Christensen, Arun 
Ravindran,
Meera Sridhar (UNC Charlotte).
● Footer: Acknowledgment of NSF/UNC System support.
● Visual: High-level graphic of a robot (AI) interacting with a binary code block.
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Slide 2: The Challenge: IoT & Exploit Generation
● Context: IoT/CPS devices are ubiquitous but often lack modern defenses.
● The Problem: Vulnerability assessment is manual, tedious, and requires high expertise.
● The Gap: Traditional Automated Exploit Generation (AEG) struggles with logic and
context.
● Visual: A scale showing "Explosion of Vulnerabilities" vs. "Scarcity of Human Experts."

Section 1: Introduction & Motivation 
The Challenge: IoT & Exploit Generation

● Context: IoT/CPS devices are 
ubiquitous but often lack modern 
defenses.

● The Problem: Vulnerability 
assessment is manual, tedious, and 
requires high expertise.

● Existing Automation: AEG provides 
some automation, but its capabilities 
are limited.

● The Gap: Traditional AEG struggles 
with logic and context.

Growth of Vulnerabilities over time

Decline of Workforce Participation



Slide 3: Enter Agentic AI
● Concept: Moving beyond static LLM prompts to Agents—autonomous actors that
reason, use tools, and iterate.
● Our Approach: AutoPwn. A closed-loop framework where an LLM orchestrates the
exploitation process.
● Visual: Diagram contrasting "One-shot Prompting" (Linear) vs. "Agentic Loop"
(Circular/Feedback-driven).

Enter Agentic AI

● Agentic AI = LLMs that reason, 
plan, use tools, and iterate.

● Moves beyond one-shot 
prompting → continuous 
feedback loops.

● AutoPwn: an orchestrated, 
multi-phase exploitation 
pipeline powered by an LLM 
agent.

● Enables autonomous strategy 
selection & adaptation.



Slide 4: Contributions
● Framework: Design of an agentic orchestrator for exploit generation.
● Orchestration: Handling varying protections (No protections $\rightarrow$ 
W$\oplus$X
$\rightarrow$ ASLR).
● Key Result: Autonomous generation of a sophisticated 2-stage ASLR bypass (New
result!).

Contributions

● AutoPwn: a closed-loop agentic framework for code-reuse exploit 
generation.

● Orchestrates recon → crash → offset → strategy → payload → 
execution.

● Defense-aware pivots across No Protections → NX → ASLR.
● Key Result: Demonstration that agentic AI can autonomously perform 

AEG, including a full 2-stage ASLR bypass (ret2plt → dynamic ret2libc).



Section 2: Background & Related Work (Slides 5-7)
Slide 5: Automated Exploit Generation (AEG) Landscape
● Traditional AEG: Symbolic execution (angr), fuzzing. Good at finding crashes, 
hard to
build functional ROP chains.
● LLM-based Security: emerging work (CyBench, etc.).
● Visual: A timeline of AEG evolution.

Section 2: Background & Related Work:
Automated Exploit Generation (AEG) Landscape

● Traditional AEG: symbolic execution, fuzzing, 
constraint solving.

● Good at finding crashes → weak at building 
full ROP chains.

● Modern work adds ROP chain assembly, 
summaries, heuristics, genetic search.

● Still brittle, lacks global reasoning & 
adaptation.



Slide 6: Addressing the "Cyber Grand Challenge" (Reviewer Comment)
● Comparison: DARPA CGC (Cyber Grand Challenge) vs. AutoPwn.
● Distinction:
○ CGC: Focus on Defense (patching, self-healing) and machine-speed reasoning.
○ AutoPwn: Focus on Offense (exploit generation) to stress-test defenses.
● Takeaway: We are building the "AI Attacker" to train the "AI Defender."

Addressing the "Cyber Grand Challenge"

● DARPA CGC focused on defense: 
autopatching, machine-speed reasoning.

● AutoPwn focuses on offense: generating 
realistic exploits.

● Complementary: AI attacker used to 
strengthen AI defenders.

● Builds a foundation toward automated 
attacker–defender ecosystems.



Slide 7: Scope & Threat Model (Reviewer Comment)
● Input Assumptions:
○ We assume a known vulnerability (or a PoC that causes a crash).
○ We do not assume the agent knows the CVE number (Blind test).
● Attacker Capabilities:
○ Non-root, remote access.
○ Can interact with the target via network.
● Visual: Iconography showing the "Starting Point" (Crash) $\rightarrow$ "Goal" 
(Root
Shell).

Scope & Threat Model

● Input: a known crash or PoC, not the CVE 
number.

● Attacker = remote, non-root access.
● Agent cannot rely on local debugging on 

the target.
● Goal: move from Crash → Root Shell 

autonomously.



Section 3: System Design (Slides 8-12)
Slide 8: AutoPwn Architecture
● Components:
1. Orchestrator: Python-based controller.
2. LLM Agent: The "Brain" (Reasoning).
3. Tool Layer (MCP): The "Hands" (Execution).
4. Digital Twin: Virtualized target environment.
● Visual:
●
● Shutterstock
showing the flow between the Agent, Orchestrator, and the VM

Section 3: System Design
AutoPwn Architecture

Components:
1. Orchestrator: Python-based controller.
2. LLM Agent: The "Brain" (Reasoning).
3. Tool Layer (MCP): The "Hands" 
(Execution).
4. Digital Twin: Virtualized target 
environment.



Slide 9: The Agentic Workflow
● Phase-Based Execution:
1. Reconnaissance.
2. Strategy Selection.
3. Gadget Discovery.
4. Payload Synthesis.
● Orchestration Logic: How the system detects failure and loops back (e.g., if 
shellcode
fails, try Ret2Libc).

The Agentic Workflow

Phase-Based Execution:
1. Reconnaissance.
2. Strategy Selection.
3. Gadget Discovery.
4. Payload Synthesis.

Agentic AI



Slide 10: Tool Integration (Reviewer Comment)
● The Toolset: GDB (Dev side only), checksec, Python.
● Gadget Mining: Explicitly state usage of ROPGadget (command 
line).
● Clarification: We are not using angrop. The Agent parses raw text 
output from
ROPGadget to semantically derive gadget utility.
● Visual: Screenshot of the Agent parsing a text-based ROP gadget 
list.

Tool Integration

● Tools: GDB, checksec, ROPgadget, Python utilities.
● ROPgadget parsed directly by LLM (no angrop).
● Agent uses raw text output → semantic reasoning over gadgets.
● Full automation through MCP adapters.



Slide 11: Realism vs. Simulation
● Constraint: The final exploit runs on the target without debuggers.
● Dev Environment: We use GDB only during the synthesis phase (on 
the attacker's
machine) to calculate offsets, simulating a researcher's workflow.
● Visual: Split screen graphic: "Attacker Lab" (Tools + GDB) vs. "Target 
Device" (Only the payload arrives).

Realism vs. Simulation

● Debuggers only used in the attacker VM, 
never on the target.

● Simulates a real-world remote exploitation 
scenario.

● Payload is the only artifact delivered to the 
target.

● Ensures threat-model correctness.



Slide 12: Example Trace: Agent Reasoning (Reviewer Comment)
● Goal: Show exactly what the LLM sees and does.
● The Prompt: "Task: Find offset. Context: Crash at 0x41414141."
● The Response (JSON): {"tool": "pattern_create", "args": 2000}.
● The Feedback: "Output: Pattern created."
● Visual: A code-block style slide showing a real JSON exchange from the 
logs.

Example Trace: Agent Reasoning

● Orchestrator logs show JSON-only tool calls.
● Example: Agent computes offset from crash at 0x41414141.
● Fully interpretable reasoning loop → transparent debugging.
● Demonstrates how agent switches tools based on context.



Section 4: Evaluation & Results (Slides 13-21)
Slide 13: Experimental Setup
● Target: ConnMan (IoT Connectivity Daemon).
● Vulnerability: CVE-2017-12865 (Stack Buffer Overflow).
● Reviewer Addressal: "No CVE Info Provided." The model was given the 
vulnerability
description and the binary, not the CVE number (preventing training 
data leakage).
● Configurations:
1. No Protection.
2. W$\oplus$X (NX).
3. ASLR + W$\oplus$X (NOPIE).

Section 4: Evaluation & Results
Experimental Setup

● Target: ConnMan (IoT Connectivity Daemon).
● Vulnerability: CVE-2017-12865 (Stack Buffer Overflow
● The model was not give the CVE Number

● Configurations:
1. No Protection.
2. W⊕X (NX).
3. ASLR + W⊕X (NOPIE).



Slide 14: Results Overview
● Summary Table: Success rates across the three configurations.
● Highlight: 100% Success in configurations 1 & 2.
● New Highlight: Success in Configuration 3 (ASLR) via new strategy.

Results Overview

Success/Exploitation across all three 
configurations. 
● Configurations:

1. No Protection.
2. W⊕X (NX).
3. ASLR + W⊕X (NOPIE).



Slide 15: Case 1: No Protections
● Strategy: Classic Stack Overflow.
● Execution: Agent generated a NOP sled + Shellcode.
● Outcome: Root shell.

Case 1: No Protections

● Stack executable.
● Agent crafts shellcode + NOP sled.
● Computes offset → injects shellcode reliably.
● Achieves root shell.



Slide 16: Case 2: W$\oplus$X (NX Enabled)
● Constraint: Stack is not executable.
● Agent Shift: Agent recognized NX bit.
● Strategy: Ret2Libc.
● Outcome: Chained system() + exit() + /bin/sh.

Case 2: W⊕X (NX Enabled)

● Agent detects non-executable stack via 
recon.

● Pivots to ret2libc automatically.
● Chains: system("/bin/sh") → exit().
● Fully autonomous payload generation.



Slide 17: Case 3: The Challenge of ASLR
● Problem: Addresses change every run. Cannot hardcode system().
● Initial Failure: Previous versions failed here.
● Solution: Agent adopted a Two-Stage Attack.

Case 3: The Challenge of ASLR

● Address randomization breaks hardcoded 
ROP.

● Previous models and setups failed here.
● AutoPwn adopts a 2-stage leak-and-exploit 

strategy.
● Uses Global Offset Table (GOT) → leak libc → 

compute base.
● This target uses ASLR (NOPIE): libc is 

randomized, but the binary base is fixed.



Slide 18: ASLR Bypass - Stage 1 (Leakage)
● Technique: ret2plt.
● Action: Call write@plt $\rightarrow$ Print exit@got $\rightarrow$ stdout.
● Innovation: Reading the leak via system logs (journalctl), complying with 
"remote
attacker" constraints (no /proc/mem access).
● Visual:
●
● Shutterstock
● Explore
showing the Request $\rightarrow$ Crash $\rightarrow$ Log Leak path. 

ASLR Bypass - Stage 1 (Leakage)

● ret2plt: call write@plt to leak exit@got.
● Leak captured from system logs (journalctl).
● Works under remote-attacker constraints.
● Produces runtime libc pointer.
● NOPIE simplifies the attack: only the libc base must be leaked.



Slide 19: ASLR Bypass - Stage 2 (Calculation & Pwn)
● Calculation: Leak - Offset = Base.
● Synthesis: Re-calculate system() address dynamically.
● Payload: Deliver final ret2libc chain.
● Visual: An equation graphic showing the base address math.

ASLR Bypass - Stage 2 (Calculation & 
Pwn)

● Compute libc base from leaked address.
● Derive system(), exit(), “/bin/sh” at 

runtime.
● Assemble ret2libc dynamically.
● Final payload delivers root shell.



Slide 20: Verifying Success
● Method: How do we know it worked?
● Indicators: Exit code analysis and scanning stdout for shell tokens (uid=0, #).
● Visual: Screenshot of the terminal showing the successful root shell prompt.

Verifying Success

● Shell indicators: uid=0, #, or interactive 
shell tokens.

● Exit code inspection confirms control 
flow.

● Pipeline re-tries if indicators missing.
● Clear evidence of root execution.



Slide 21: Addressing "Generalizability" (Reviewer Comment)
● Critique: "Only one target?"
● Response: This is a Proof-of-Concept for the Framework.
● Defense: The logic (Recon $\rightarrow$ Leak $\rightarrow$ Calc 
$\rightarrow$ Exploit)
is generic, even if the gadgets are specific.
● Future: We are adding more targets, but ConnMan demonstrates the 
depth of the
reasoning.

Addressing "Generalizability”

● Only one target?
● AutoPwn is a framework, not a 

single exploit.
● Logic is general: 

Recon → Leak → Calc → ROP.



Section 5: Discussion & Conclusion (Slides 22-25)
Slide 22: Limitations (Reviewer Comment)
● Bad Characters: We do not currently handle strict input constraints (e.g., 
no \x00 or \n).
● Scaling: Orchestration works for this class of bugs; different bug classes 
(Heap) need
new playbooks.
● Tooling: LLMs struggling with raw ROPGadget output suggests we need 
"Semantic
Indexing" (Vector DBs) for gadgets in the future.

Section 5: Discussion & Conclusion 
Limitations

● Does not handle strict bad-character constraints.
● Current design focuses on stack bugs (not heap).
● ROPgadget output parsing is noisy for LLMs.
● Scaling requires semantic gadget indexing.
● Full PIE-enabled binaries remain unsupported; PIE 

randomizes the binary base and requires an additional leak.



Slide 23: Future Work
● Hybrid Memory: Using Vector DBs for gadget search (addressing the 
"Angrop"
efficiency comment).
● New Targets: Expanding the benchmark suite.
● Attacker-Defender Loop: Pitting AutoPwn against an AI Auto-Patcher.

Future Work

● Vector-DB gadget indexing for semantic search.
● Expanding target suite (multiple IoT binaries).

○ As well as expanding to add more realistic protections
● Automated attacker–defender loop experiments.
● Integrating multiple cooperating LLM agents.



Slide 24: Conclusion
● Summary: AutoPwn demonstrates that Agentic AI can bridge the gap between 
"Finding
a Bug" and "Exploiting a Bug."
● Key Achievement: Autonomous ASLR bypass on a real-world IoT binary.
● Vision: AI as a stress-test for critical infrastructure.

Conclusion

● AutoPwn demonstrates autonomous 
exploit generation.

● Effective across No Protections → NX 
→ ASLR.

● First AI-driven 2-stage ASLR bypass in 
this setting.

● Positions AI as a tool for defensive 
stress-testing.



Thank you
Any Questions? 

Kaleb Bacztub; kbacztu@purdue.edu 

Dylan Christensen; rchris25@charlotte.edu 

Dr. Arun Ravindran; aravindr@charlotte.edu 

Dr. Meera Sridhar; msridhar@charlotte.edu
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● Prepared to answer questions specifically about the 
prompt engineering and JSON 


