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Background – Large Language Models (LLMs) and Privacy

• LLMs are widely used across many domains and applications

• Their training data often contains private and sensitive information

• During training, LLMs can memorize these sensitive details

• This memorized information can be unintentionally revealed when prompted

• We study this issue in a Cyber Threat Intelligence (CTI) setting
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Target Problem

• Public high-quality CTI data is scarce, and 
organizations collaborate to fine-tune LLMs

• These datasets are often proprietary and can 
contain highly sensitive details [1]

• Raises risks of cross-leakage and adversarial 
data extraction

• Retraining is expensive and impractical in 
shared setting
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How can we protect privacy in LLMs that have already been fine-tuned on sensitive data ?



Existing Defence Mechanisms

Training Data Sanitization [2],[3]: 

• Redacts personal identifiers using NER and rule-based filters

• Prone to false positives and negatives due to issues in entity detection

Deduplication [4]:

• Reduces memorization by removing duplicates

• Needs document-level removal and can’t prevent leakage of unique sensitive data

Differential Privacy (DP) [5]: 

• Offers formal privacy guarantees at word or sentence level

• Challenging trade-off between privacy and utility

Knowledge Unlearning [6]: 

• A post-training defense that removes  private data from a trained model

• Often requires retraining or weight modification, which is costly for large models
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Motivation

• Inspired by alignment techniques used for 
LLM safety [7]

• Safety classifiers are fined-tune on large 
labeled datasets

• Some safety classifiers use few-shot learning 
for new rules where examples are rare

• Labeled privacy data is inherently scarce

• We adopt few-shot as the primary scalable 
alternative to align LLMs for:

 (a)  Detecting sensitive prompts 

 (b)  Handling sensitive outputs
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Threat Model and Privacy Definition

Adversary Goal

• Extract sensitive data memorized by the LLM

Adversary Capabilities

• Query the model with structured prefixes

• Access next-token probability distributions

• Use decoding methods like top-k sampling

• Can generate output sequences

Privacy Definition

• We define IP addresses, email addresses, port numbers, domain names, and software 
versions as sensitive
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Methodology Overview 

• Inject domain knowledge into a base LLM before fine-tuning

• Fine-tune on task-specific data (potentially sensitive)

• Simulate privacy leakage via data extraction attacks

• Propose a defense approach to reduce sensitive data exposure
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Model Training

Knowledge Injection 

• Pre-trained LLM is enhanced with domain knowledge before fine-tuning [8]

• Use next token prediction (NTP) approach by minimizing autoregressive loss

• CVE (Common Vulnerabilities and Exposures) dataset was used
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Model Training

Fine-Tuning for Downstream Tasks:

• Knowledge-injected model fine-tuned on two domain-specific datasets

• APTQA Dataset 
 - Curated from Advanced Persistent Threat (APT) reports using GPT-4
 - Maps vulnerability features to CVEs and Common Weakness Enumeration (CWEs)

• CTI-MITRE Dataset 
 - A public CTI dataset mapping attack descriptions to MITRE ATT&CK technique IDs
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APTQA Dataset



Impact of Knowledge Injection on Model Utility

• Introduced direct metrics and relaxed metrics  to  evaluate utility of the models

• Improved performance after knowledge injection
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Model Training



Data Extraction Attack

• Goal is to recover sensitive training data without 
prior knowledge

• Attacker sends many probe prefixes that 
resemble likely training data

• The model is allowed to freely autocomplete 
these prefixes using top-k or similar decoding 
strategies

• Some continuations are memorized snippets of 
training data, revealing sensitive items

• Perform membership inference on these 
generated outputs
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Data Extraction Attack

• Conducted attacks on two fine-tuned 
models: APTQA and CTI-MITRE

• Used prefix-based attack similar to 
previous studies by Carlini[4] and Nasr[9]

• Prefixes are partial inputs from training 
data, used to prompt the model for 
completions

• Prefixes were crafted from training data 
after redacting sensitive entities

• Used Top-k sampling and temperature 
variations to generate diverse, likely 
outputs
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Privacy Defense with CTIGuardian
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( GPT -4o mini / Mistral 7B)

We introduce CTIGuardian, a few-shot 
defense approach comprising:

a) Privacy classifier to detect and flag 
prompts requesting sensitive 
information

b) Privacy redactor to redact sensitive 
data while preserving text utility

A Harmless Prompt Leaking Sensitive Information



Few-shots for Defence
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• We then manually curated a diverse set of few-shot examples for each category of privacy 
classifier and redactor.



Evaluating the Privacy Classifier
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• Classifies prompts as harmful or 
harmless based on intent

• Categorizes input as direct, indirect, 
disguised, or harmless

• Rejects harmful prompts; forwards 
harmless ones to the LLM

• Assigns a confidence score for each 
decision

ROC Analysis of LLM Classifiers for APTQA Dataset and 
CTI-MITRE Dataset



Evaluating the Utility of Privacy Redactor
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• Evaluates how well sensitive data redaction preserves utility

• Utility is measured using:

a) Cosine Similarity (semantic meaning)

b) BLEU Score (n-gram accuracy)

c) ROUGE-L Score (sequence retention)



Privacy Leakage After CTIGuardian Defense
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• CTIGuardian processes model output  of harmless prompts through a privacy redactor

• Leakage is measured via exact match analysis on redacted outputs

APTQA Model

CTI-MITRE Model



Conclusion
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• Crafted APTQA dataset from APT notes and introduced domain-specific utility 
metrics 

• Introduced a novel, few-shot privacy defense requiring no retraining or labeled 
NER data

• CTIGuardian works at input/output level, so it’s compatible with any fine-tuned 
LLM

• As future work we aim to:

 - Refine CTIGuardian by improving few-shot generalization 

 - Implement selective redaction to balance privacy and CTI retrieval
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Questions?
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Thank You!
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